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1. What do the terms “E2EE”, “EMV”, “PCI”, “DSS” and “OOS” mean?   E2EE stands for 
the “End to End Encryption” Sensible Terminal 4.1 uses when paired with the Verifone 
VX-805 PIN Pad. From the time the card is Swiped, Dipped or Tapped, card data is 
encrypted until it reaches the payment processor, reducing the possibility of data theft 
along the way. EMV stands for the “Europay, MasterCard, Visa” consortium 
standardizing the use of a smart card chip which creates a unique transaction 
authentication on every sale making it nearly impossible to clone a chipped card from 
stolen cardholder information. Sensible Terminal 4.1 meets the PCI “Payment Card 
Industry” DSS “Data Security Standard” for an OOS “Out of Scope” payment 
application. Out of scope payment applications to do not handle sensitive card data and 
instead communicate with a PCI compliant encrypted PIN Pad which handles card data 
exclusively. The sale type and amount is passed from Sensible Terminal 4.1 to the PIN 
Pad which interacts with the cardholder and his card then returns an approval or decline 
to the payment application. This significantly reduces a merchant’s possibility of a data 
breach where cardholder data is stolen if the POS computer is compromised by a 
hacker. An EMV transaction contains one-time-only data which will never work to make a 
purchase again further thwarting credit card fraud. 

2. Do I have to accept all cards with an EMV chip using the EMV chip reader?  Usually. 
Once you begin accepting cards using Sensible Cinema Terminal 4.1, any card with an 
EMV chip must be read with the chip card reader instead of being swiped. Exceptions: If 
the card also happens to have a Radio Frequency ID chip (RFID) and the card features 
the contactless symbol, you can use the contactless feature of the terminal and tap the 
card. In certain instances when the processor cannot complete a transaction with the 
EMV chip, a fallback notice will appear allowing you to swipe the card instead.  Any 
other swipe attempt will cause the PIN Pad to display the message “Use Chip Reader”. 

3. Do we have to collect a signature for small charge amounts?  No. Floor limits for your 
transactions can be edited in the Sensible Local Settings app under on each individual 
computer. These are industry specific and are set initially to the amounts each card 
issuer sets. $25 for Visa and $50 for all other cards when accepted in a motion picture 
theater. While all credit card receipts will have a printed signature line, a signature will 
only be required if the program prompts the cashier for a signature. It is not necessary 
to collect a signature if you are not prompted to do so. Merchant liability is no greater 
on no signature sales up to these established floor limits from the card brands. 

4. Can we keep the PIN Pad behind the counter as we did with the swiper in the past?  
No. For security reasons you should allow the customer to keep possession of the card 
at all times. Certain cards with EMV chips and PIN Debit transactions will require the user 
to enter a PIN Code. You must never ask the customer for his PIN Code. Your customer 
will feel more at ease if you follow the card handling conventions they are becoming 
familiar with at other merchants they visit. 

5. When it is safe to remove the card from the EMV Chip Reader?  When the PIN Pad 
display reads “Approved” the customer may safely remove the card. If the customer 
happens to forget to remove a card from the chip reader after the sale is completed, the 
PIN Pad will beep and the words “REMOVE CARD” will appear on its screen.  
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6. Can we take “Debit” cards using a PIN?  The PIN debit feature must be enabled on the 
processor end. Once you have added PIN debit to your merchant account you will be 
provided a new merchant ID and need to install NETePay version 5.06.11 using a new 
deployment ID. You must contact Sensible Cinema Software to make these changes. 

7. Do you have stands for the Verifone PIN Pads like I have seen in retail stores?  Yes. 
Sensible Cinema has an excellent swivel stand from Tailwind Solutions made of high-
impact ABS plastic which can mount to your counter using provided double stick tape 
or screws which are hidden by a cover over the base. This meets Verifone’s “non-metal” 
requirement for devices featuring contactless like your Verifone VX-805. Stands are 
available in our web store at sensiblecinema.com. 

8. Do you have a tutorial for processing cards using EMV? Yes, every terminal has a “Help” 
button which takes the cashier to a menu of video based demonstrations for each of our 
transaction types. These videos are open captioned in case your computers do not have 
speakers or the environment is too loud to hear instructions. These are also available for 
viewing on sensiblecinema.com under Support > Training Videos. 

9. Where did the Gift Card Administration screen go?  There is a new gift card 
administration button at the bottom of the terminal screen sixth from the left. This saves 
the cashier an additional step when processing a gift card sale by having gift 
administration separate from the gift card sale button. 

10. What is the NETePay software you installed on my server for?  In the past versions of 
Sensible Terminal you have used a hosted version of NETePay software where the 
processor hosted NETePay on its servers and processed transactions from computers 
that logged directly into their server. With EMV, an in-store version of NETePay is run on 
your server computer and the NETePay software communicates with the payment 
processor host. The NETePay software must run on your server at all times in order for 
you to be able to process.  

11. The sale was DECLINED. Why is a receipt printed? With EMV and new card issuer 
regulations, a customer and merchant receipt will print showing the reason for the 
decline. Do not mistake this as an approval. The sale was not successfully completed. 

12. Why are the receipts different and in some cases larger than in the past. A payment 
card industry standardized receipt format is used by Sensible Terminal 4.1. You can 
reduce the font size in the Sensible Local Settings > Receipt Printing Setup. Additional 
information may be printed at the bottom of any receipt on an EMV transaction. 

13. What if my receipt doesn’t print?  A text format copy of all of your merchant receipts is 
saved automatically on your server in the path C:\Sensible Database\Merchant Receipts. 
You will find a “Merchant Receipts” button in the Daily Reporting > Transaction Tab near 
the bottom right of the screen. This will open today’s receipt text file. 

http://sensiblecinema.com
http://sensiblecinema.com
http://sensiblecinema.com
http://sensiblecinema.com
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Theatre name 
supplied by your 
software license key

Theatre address as 
it is found in your 
Master Program 
Configuration

Merchant ID 
comes from the 
setup on this 
terminal

Clerk Name

Transaction Type

Truncated account 
number, card type 
and transaction 
date and time

How card was 
entered

Amount: Total of 
attempted sale 

Total: Total actually 
charged

APPROVED or 
DECLINED Disclaimer

Cardholder 
signature line will be 
shown on all credit 
transactions 
regardless of the 
amount. You only 
need to collect a 
signature when the 
program prompts 
you to do so.

Data which will 
appear on EMV 
transactions. This 
will not appear on 
keyed or swiped 
card sales

Customer Copy or 
Merchant Copy 
printed here

NEW STANDARDIZED RECEIPT FORMAT

14. Do we have to print a customer copy and merchant copy of every receipt?  No, 
however it is recommended you do. In Sensible Terminal 4.1 in the Sensible Local 
Settings > Credit Card Merchant Setup on each terminal, there are new options for 
credit card receipt printing. You may optionally choose to prompt the cashier to ask 
each customer if they want a printed copy of their receipt. You may also optionally turn 
off merchant receipts except where a signature is required. All merchant receipts are 
saved to disk in electronic text format. See FAQ #13.
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14. Customer is prompted for a PIN Code on card that is not a Debit Card.  Any card that 
has an embedded EMV Chip will require one or the other of two card validation 
methods: PIN (Chip & PIN) or Signature (Chip & Signature) even if it is a credit card and 
not a Debit Card. Largely this is dependent on the card brand, issuing bank or customer 
preference. A customer can request a PIN Code for an EMV card to give it added 
security over Chip & Signature if that is what he was issued by his bank. Some banks will 
simply issue a Chip & PIN card and supply the cardholder with a PIN number. If Chip & 
PIN cards are used at a merchant with EMV chip readers, the customer must enter the 
PIN code to make a purchase. Simply signing the receipt will not be an available option 
even if the customer has been able to do so at a merchant not yet accepting EMV chip 
cards through a chip reader (swiped transaction). Remember, once you have a chip 
reader for EMV you may no longer swipe a card with an embedded chip unless 
specifically allowed to as a fallback to a faulty chip read. Some cardholders may tell you 
that they do not know their PIN number. It may be that they may not have followed the 
steps to set one up when they received their new credit card. Unfortunately, the 
cardholder will have to use another card or another form of payment and contact his 
issuing bank for a PIN number. Below is a link with more information about Chip & Pin. 
 
http://creditcardforum.com/blog/chip-and-pin-credit-cards-usa/ 

15. Some customers enter the correct PIN number on EMV chipped debit card and the 
transaction is declined. Reports of this problem have declined as more banks enable 
EMV on the debit network. Still, in locations near one of these banks, some EMV debit 
cards may decline regardless of the PIN entered. The workaround is to ask for a different 
card or manually key the transaction until this bank comes on board. 

http://creditcardforum.com/blog/chip-and-pin-credit-cards-usa/
http://creditcardforum.com/blog/chip-and-pin-credit-cards-usa/
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Completing a Credit Sale: 

Ring tickets or concession items for your sale then press the “Credit/Debit Tend”. A Credit Card 
Sale dialog box will appear on your screen with a blue field. It displays the card brand accepted 
by your theater and the sale amount. 

  Your accepted card brands setup in Sensible Local Settings > Credit Card Merchant Setup

Follow the prompts shown on the PIN Pad display. Press the GREEN button to approve the 
amount shown. Swipe your card. If the card is an EMV chipped card, the words “USE CHIP 
READER” will remind you that this type of card is placed in the chip reader instead of 
swiped. You will not be permitted to “swipe” a card bearing a chip except as a fallback 
should the EMV chip read fail. When using the EMV slot, push the card in until you feel the 
reader “grab” the card with a “click”. Once the word “APPROVED” is displayed on the PIN 
Pad you may safely remove the EMV chipped card from the reader.
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Card acceptance PIN Pad Flow:
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Reversal / Void Sale: 

Void or Refund the items you rang in the previous test sale until a negative amount is 
shown in the total sale window. 

Press the “Credit/Debit Button” in the Amount Tender area on the screen. The amount of the 
original sale will appear in the Void Sale window.  

Enter the invoice number shown on the original sale receipt. You may also find the invoice 
number in the transaction log in the program’s menu. 

For most processors, tokenization will allow a Void Sale to be made on credit card transactions 
without the card having to be swiped again because the sale will be recalled using the original 
invoice number. If a token from the original sale is not found, you will be prompted to swipe the 
card again. Debit Card transactions require a Return transaction rather than a Void Sale. Press 
the Debit/Credit Return button and follow the prompts on the PIN pad. If you have entered an 
invoice number and try to use Void Sale with a debit card sale, you will automatically be routed 
to do a Debit/Credit Return since there will be no token available to use with a Void Sale. 
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4
Easy
Steps

Step 1

Step 2

Step 4

Insert your card into the 
payment device facing up 
and chip end first.

Follow the on-screen prompts.

Remove your card when 
prompted.

Do not remove the card until the transaction is 
complete or the transaction will be canceled. 

Step 3
To help ensure only an 
authorized user has your card, 
you may be required to enter a 
PIN or sign the receipt.

Know the 
benefits of EMV 
1. Know the benefits  

of EMV
    a. Chip cards generate a  

 one-time code with  
       every transaction   

 making it nearly 
       impossible for 
       counterfeiters to 
       duplicate them and use  

 them for in-store fraud.
2. The card is left in the 

customer’s possession
 a. The card needs to be 
       inserted and left in 
  device for the duration  

 of the transaction. 
3. Your customer may be 

prompted for PIN or 
Signature depending 
on how the card is 
configured by the issuer.

Accepting EMV: have your customers 
follow these 4 easy steps. 
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